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A. Introduction

In 1976, under the Gerald R. Ford administration, the United Stateddqi8)lated
a new policy, named International Security Assistance and Amp®rE Control Act
(AECA) which gave the president full authority on defence technodegyprt activities
AECA works as the main policy, although, within this policy existeeégulation that has
become the main concern to other countries, namely International Tmadems
Regulation (ITAR), a regulation that directly controls thefitabf defence articles that
originated from the US. This regulation has listed differgpes$ of defence systems or
articles through the United States Munitions List (USML) and ohthem is satellite
technology?

The impetus for including satellite technology in this list Wwased on two grounds.
The first ground was based on the historical cause which happenedinvthéa a series
of launch failures occurred on China’s soil between 1990 to 1998. The US stdaion
at that time found that two companies that exported sateditiendlogy to China had
violated the US export regulations by transferring this tedgyolwithout any
authorization from the governmentEventually, Storm Thurmond National Defence
Authorization was initiated by the ruling administration in 1999 ttuche satellites in the
list of defence articles to prevent any satellite applicatioithout government
supervisior® The second ground to this matter is that satellite technologya hdisal
function toward its application — civil and military application — #fiere to protect this
technology from being used by another country, primarily enemiethefUS/ this
supranational policy was made.

The development of space technology is now at an all-time patiens all over the
world have been competing since Neil Armstrong landed on the moonesjrfacnake

and/or launch their satellite into the atmosplfefae US, as a prominent nation in space

3 Arms Export Control as Amended Through P.L. 1122318 1. Section 1 and 2.

4 The International Traffic in Arms Regulations 20&ZIbde of Federal regulations) 799. Sub-chapter
M, Section 1 and 2 [ITAR].

5 John Mintz, ‘Firms Accused of Giving Space Tecluggl to China’ The Washington Pas2003)
<https://www.washingtonpost.com/archive/politic€d2M0 1/01/firms-accused-of-giving-space-technology-
to-china/1ed937d1-20e8-4762-a062-1f16ae2bda65/ksaed 20 October 2022.

6 Eligar Sadeh, ‘Reforming Export Controls of SpaEechnologies in the United States’ 10
Astropolitics 93 104.

" History Captivating,The Space Race: A Captivating Guide to the Cold Gmpetition Between
the United States and Soviet Union to Reach thenNiGaptivating History 2020).

8 Paul Meyer, ‘Diplomacy: The Missing Ingredient 8pace Security’ in Cassandra Steer and
Matthew Hersch (edsyVar and Peace in Outer Space: Law, Policy, anddsttiist edn, Oxford University
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development and utilization, will foster this situation to benefitrthation from other

nations’ needs for space technologies. A supranational law like IMA& arguably

become a primary tool for this plan and works to limit other natispate development
efforts, with its political and administrative influence by th® gbvernment, it is likely to
discriminatorily prevent several nations from using their space techaslogi

International law bears the responsibility for protecting the dewveént of nation$,
especially in the field of international trade law, whereas,littexation of the world
market has been promoted and ensured, followed by the purpose of liberainjsato
formulate a better development than the pre-liberation'®Paotection evolved into
normative substances arranged into the General Agreement ¢ dmd Tariffs (GATT),

a regulation which regards to this discussion, works as a protectordiscriminative
behaviour of one nation to othéfswWhile discrimination against other nations violates
this law in general, there is some substance in GATT thawed one nation, to some
extent, to discriminate against another nation for having its commodity.

Permission to discriminate against other countries — relatdustgaper — can be
found in Article XXI of the GATT, the Security Exception. Thisieg enables parties to
this treaty to make an exception in limiting their economiovaiets, based on the security
interest of one’s natiot?. Reflected in ITAR, it appears this regulation was built upon
security exception articles, as mentioned above, ITAR givesaitlhisority to the US
Government in limiting trade activities for military technoldigy certain countries listed
in ITAR.

The scarcity of space technology in underdeveloped and developing natieas gi
the US a massive advantage. In addition, US popularities in accomglistany space
missions have stigmatized the US as ‘Space tech. Genesish winuld make other
nations use their technology in developing their space capabilitiessider space
missions which have been made by Indonesia — as a developing natioroxiragfaly

Press 2020) <https://academic.oup.com/book/3344tessed 21 November 2022. Dodik Setiawan Nur
Heriyanto and Yaries Mahardika Putro, ‘Challenged &pportunities of the Establishment ASEAN Open
Skies Policy’ (2019) 6 (3) Padjajaran Journal llRukum 466, 467.

9 Asif H Qureshi, The Americanisation of the World Trade Ord@rst edn, Routledge 2022)
<https://www.taylorfrancis.com/books/97810030475&dseessed 20 November 2022.

10 BC Nirmal, ‘Globalization, International Human Rig Law and Current Economic Crisis’ in BC
Nirmal and Rajnish Kumar Singh (edsfiontemporary Issues in International Law: Enviromte
International Trade, Information Technology and &egducation(Springer Singapore 2018) 197.

1 The General Agreement on Tariffs and Trade 1994cla | [GATT].

2The General Agreement on Tariffs and Trade 19%94gla XXI.
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there are more than 10 satellites that originated from thédd8d enterpriséd These
numbers are relatively high and US popularities succeeded in indaciagdsia in using
their space technology.

Diplomatically, good relations shall be maintained between one nttiathers.
Nevertheless, the existing situation of political instability today’s world would
potentially turn a friend into a foe. ITAR certification isaaas which were originally
based on the political and/or security interests of the US goverrsiteated developing
nations like Indonesia in a danger. One false move from Indonesia foreign activity
could lead to political turmoil with the US government, resulting ndohesia being
added to the list of forbidding nations to import or accept space tegynioton the US.
Certainly, this outcome would be a disadvantage to Indonesia in geaome, especially
to Indonesia's plan to make a defense satellite.

The existence of policies like ITAR and security exception elaf@lowed by the
problem which occurred from those laws, have been cumbersome smaitethe
international community to this day. However, from what happened in ntiaiger,
Indonesia could and should take a lesson from it. In order to stendhdonesia’
sovereignty in technological matters, especially on outer sgatedlogy, Indonesia’s
government could replicate ITAR-like policy to protect the developnoéndefensive
satellite which urgently needed in order to reinforce Indonesiasndefe and military
forces!* Unlike ITAR, specific protection should be focused on foreign intervetased
on internal policy like ITAR. The end-use of this replicated polgyo discriminate
against specific outer space industries which based in courttaepalicy like ITAR
existed.

Using discrimination to develop specific technology might bring séeetecs from
other countries, especially to the countries which directly &by it. Indeed, it will
produce another problem, but if the replicated policy was made und8Afh& security
exception clause and followed its rule of conduct, the validity of rdydicated policy

would not be questioned before the international law.

BT Priyanto, ‘Perjalanan TELKOM Dalam Mengoperasikaatelit Komunikasi Untuk Melayani
Kepulauan Indonesia’ (2005) 4 Online Journal ofcgp@ommunication1-2.

14 Dodik Setiawan Nur Heriyanto, Yaries MahardikarBuind Haekal Al Asyari, ‘Space Diplomacy
as a Way to Face the Era of Space Commercializéttidndonesia’ (2018) Seminar Nasional Kebijakan
Penerbangan dan Antariksa Il (SINAS KPA-III) 1852-165.
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Based on the explanation above, this paper will gravities omtatters, first is to
examine the validity of ITAR under international trade law andsthend matter is to
utilize a security exception clause to protect other nations — specificdpésia — from a

foreign policy like ITAR or other similar policies.

B. Problem Formulations

Based on the above discussion, the authors of this article wilisfen two
problems: first, is ITAR under International Law, specificalijernational Trade law?
Second, what kind of normative approach could be use in utilizing the $d€xcigption

clause for Indonesia to protect its space development ?

C. Methodology

This research is applied a normative research methodology withytiealal
descriptive study because it tries to provide an in-depth exmlanatf a single
phenomenon. This descriptive research aims to understand the phenomepmviaieda
comprehensive explanation and solution of a phenomenon. In addition, this reseetch
intended to verify theory or falsify a theory but uses theoryaasasis to explain
phenomena. Data collection in this study was obtained from secondany diae form of
books, journals, articles in books, magazines, newspapers, government documents or
published papers, the internet, archives and reports, previous susudtg,rand other
references related to the research topic. The author usemtiuealanalysis techniques.
This technique emphasizes the author's interpretation of the sourtats afbtained. The
types of data that will be analysed in this study camhi&e form of International Law,
US foreign policy, and Indonesian government policies related totienational trade,
especially on the development of space technology and statiskated to the use of
satellites as a defence system.

D. Discussion and Results

Extraterritorial jurisdiction imposed by the US export contrgiime does not only
control what other nations could or could not do but also control the comnaatitgr
technology that originated from the US. This characteristioornes a problematic
measure to both US and Non-US enterprises. US detailed contratonasued on a
perspective which there is no general freedom on export activéyefore, a license to
import or export commodities or technology from the US is consiber privilege that
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could be deprived in case of non-compliance from other importing siatkésr enterprise
in fulfilling their responsibility within related applicable poliéy.

This perspective gives a general sense to the application of [&A#Rlicy that
controls US defence technology from top to bottom, a detailed cohw@blhs to be
known by all stakeholders who are active in space development aclikiggyvalidity of
ITAR comes into question when it is brought before International Lapeaally its just
cause in controlling bolds and machines outside their territory @A®R's arbitrary
measure to choose nation which worth of their technology.

1. The Validity of ITAR Under International Law

a. ITAR Application: Authorize Button

ITAR as a regulation to control the trade of defence technology made
under the AECA provisions and administered by the Directorate f@hbe Trade
Control (DDTC)! As discussed above, within ITAR itself, existed USML which
listed 20 types of defence articles and one of them is sateltihnology’ To use or
import satellite technology from the US, the importing enterprégein ought to get
a license from the US governméftLicense to use defence article would be made
in two kinds, permanent and temporary licetise.

Importing which was accepted by the US Government to get tesse
would be responsible for disclosing their information regarding thenieal data on
the use of US defence articksThis disclosure responsibility appeared due to the
nature of this license, which gives the US government visiboiyatd its defense
article utilization outside its territory. Visibility meansrdrol, and that is what the
US desired when licensed its defense article to another nation.sGhlogiast
failures let the US to go beyond its territorial wall to cohthe utilization of its
defense article, excessivety.

15 Kai Uwe Schrogl and othergjandbook of Space Securifitai-Uwe Schrogl and others eds,
Springer New York 2015) 195.

% John R Liebman and Kevin J Lombardo, ‘Digital Cooms at Loyola Marymount A Guide to
Export Controls for the Non-Specialist’ (2006) 28ybla of Los Angeles International and Comparative
Law Review 497, 501.

ITAR (n 4). Chapter 121.

% lan F Fergusson and Paul K Kerr, ‘The U.S . Exgoontrol System and the Export Control
Reform Initiative’ (Congressional Research Send020) <https://fas.org/sgp/crs/natsec/R41916.pdlf>.

¥ lan F Fergusson and Paul K Kerr, chapters 123126d

20 As governed in Technical Assistance Agreement (YAAd Manufacturing License Agreement
(MLA), read lan F Fergusson and Paul K Kerr, subgptar 120.21 — 120.22.

21 Captivating (n 7).
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Control is the best instrument to limit the abuse by another istateing US
technology, however, if this instrument was used excessivelyoutd become an
Intervention in one state's sovereignty. As happened in 2013, an aerbapade-
company, Thales Alenia Space (TAS), was alleged to violate IlARe US State
Department on TAS trade activity with China. The activity fisebnsisting of
satellite and satellite electronics payload export to China,hwihycUS government
considered a violation of ITAR How come a satellite which builds by TAS, a
Franco-ltalian aerospace company, is subject to ITAR regnfatAs discussed
above, the detailed-control characteristic of ITAR also conttbks detailed
components of defence articles that originated from thé&US.

The US government not only controls satellites as a whole but also controls the
data and electronic components of those sateffitiesthis case, the US investigated
the related activity between TAS and China. An investigation condbgtélde US
State Department found suspicious trade activity which includediteagdéctronic
components export without any ITAR license to China. TAS claimed itha
company had been using ITAR-Free components in conducting its trid€hna.
Further investigation led to the conclusion which informed thatdbpansibility to
license those components was from a US Manufacturer, AerofldRlanfiview
(AoP) as a U.S. Person under ITAR regulation. TAS also explaivatdAbP is one
of many US Astro-Preneur which have violated ITAR regulatiopnsnislabelling
their product as a commercial product rather than as a USML-listed pféduct.

Controls that embody the complexity and supranational jurisdictiomatre
only the matters which are shown by the application of ITAR. ridisoation also
becomes an underlined problem with this regulation. In the TAS allkeugh the
problem was circling to the inexistence of an ITAR license,ntlaén problem, in
this case, was a series of satellite components thatplaameed to be exported to
China. Discrimination is an inseparable feature of ITAR reguiaDiscrimination

in accepting defense articles was deemed necessary whtennatalely — a foreign

22 peter B. de Selding, ‘Thales Alenia Space: U.Sp8ers at Fault in “ITAR-Free” Misnomer’
(Spacenews 2013) <https://spacenews.com/36706thales-algraaesus-suppliers-at-fault-in-itar-free-
misnomer/> accessed 20 October 2022.

2 |TAR (n 4), sub-chapter 121.1.

24ITAR (n 4), sub-chapter 121.1.

25 Warren Ferster, ‘U.S. Satellite Component MakeneHi $8 Million for ITAR Violations’
(Spacenews 2013) <https://spacenews.com/3707 lus-satellitepoment-maker-fined-8-million-for-itar-
violations/> accessed 21 October 2022.



Prophetic Law Review Volume 5, Issue 1, June 2023

country was: (1) sanctioned by United Nations Security CouddISC); (2) fully-
supported terrorism activities; and (3) sanctioned and/or embargoddebyS
government through US Foreign Polféy.

Related to this case, China was the destination country for TASprt its
satellite technology before the US government intervened inattigity. ITAR'S
disposition to the US is to secure so-called ‘sensitive technofomgy other states
who, by US government appraisal, threaten their foreign intetesigy the terms of
‘threatening international peace and security. Prohibition to exjgbeince articles
in USML to certain states produces a policy of denial. US governires placed
China and other certain countries on the list of prohibited statesccept any
defence article, including its information, data, and/or technologyjalharor
entirely?” Although, a policy of denial also applied to certain countries that only
prohibited specific matters. This kind of policy would allow any proatitountry
to import some of the defence articles defined in the ITAR regulation itself.

b. GATT on ITAR: It Gets Political!

An exception to one international convention is a political measuredhabe
applied by state parties in order flexibly avoid a specifiacusgathat gives a
disadvantage to one country’s interest. GATT as a covenant toteegjalde activity
between the parties also has an exception to a specificr raatie as securitif A
security exception is one of two exceptions that can be employ&RABY parties
to preclude their obligation under this covenant and restrict their trade activity

I. Security Exception within GATT
The security exception clause extends freedom to parties invokisg thi
clause regarding protecting its security interest. Ther¢haee freedoms which
alternatively could be used by the parties of GATT such as:régpém from
disclosing certain information in regard to parties’ essengi@lirity interest; (2)
Freedom to act according toward its essential security sttenghout fulfilling
certain obligations which stipulated under GATT; and (3) freedom to conduct

26 ITAR (n 4) sub-chapter 126.1 (c).
2TITAR (n 4) sub-chapter 126.1 (d).
2 GATT. Article XXI.
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necessary measure in maintaining international peace and weuwdrith
regulated by United Nations chartér.

The security exception acts on different aspects within the GAWTile
other clauses were invoked for economic reasons, this special alasdgased
on non-economic reasons. GATT drafter at that time expected sa@aity
interest’ as a true reason behind the use of security exc€aimhwould not be
invoked to satisfy the party’'s commercial interéstSince the establishment of
this clause, there have been countries that have invoked the seguadpti@n
clause to protect their security interests. Surely, avoidance igiatbhs would
make GATT parties question the validity of security exceptiortse Mmain
concern of this clause was the definition of ‘essential seantiyest’ which was
defined ambiguously. The panel also found it difficult to review dasons for a
country invoking this provisiof?

Scholars have defined this clause as a ‘self-judging’ provisiah gives
any state who invokes it, the freedom to act according to itegttend provided
this interest as an essential security interest, and otheactmly parties could
not construe such intereStAs problematic as it seems, however, the question of
how valid the invocation of security exception does not indicate nordraise
compulsion for WTO to amend this clause, nevertheless it raisefich
obligation toward WTO or GATT parties to make a detailed reasothe
invocation of security exception clau¥e.

The detailed reason mentioned above, obligated state who invoke this
clause to recall the WTQO’s main principle. Related to thisudsion, Most
Favoured Nation (MFN) principle becomes an important principle to be

reinforced with the use of security exception. Although the secexitgption

29 GATT (n 28). Article XXI.

30 Michael J Trebilcock and Joel Trachtm#&uvanced Introduction to International Trade Lé#nd
edn, Edward Elgar Publishing 2020) 231.

31 World Trade Organisation, “Guide to GATT Law arRractice — ANALYTICAL INDEX
(ARTICLE XXI-Security Exception).”, WTO - Trade in GoodgWorld Trade Organization 2009)
<https://www.wto.org/english/res_e/publicationsik¥/ae/gatt1994 art21 gattd7.pdfhttps:/brill.corawi
book/edcoll/9789004180642/Bej.9789004145665.i-1238.xml>.

32 Tsai Fang Chen, ‘To Judge the “Self-Judging” SkguException under the GATT 1994 - A
Systematic Approach’ (2017) 12 Asian Journal of War@ International Health Law and Policy 311, 316.

3% Tsai Fang Che(n 32)314.

34 Sebastian Mantilla Blanco and Alexander Pe¥étional Security Exceptions in International
Trade and Investment Agreements: Justiciability Stahdards of Revie(Bpringer International Publishing
2020) <http://link.springer.com/10.1007/978-3-0&1k35-7> accessed 20 November 2022,19.
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clause makes invoking-state freed from GATT obligations, in itsicgiun,
MFN also must be applied in the light of GATT's virtue to banish a
discrimination between state part®@VFN's existence as the base of Security
Exception enforcement would decline the possibility of invoking-state i
misusing this exception. The main principle, such as MFN would play an
important role in straightening invoking-state applications of te&ated
exception through the indiscriminate characteristic of the MFN principle.

The use of the security exception is ambiguous. Therefore, i@ssent
security interest reasoning shows a vague screen obscuringi¢hputipose of
invoking the state in using this exception. In the case of RussiaficTin
Transit, WTO’s panel described a situation where one country could iravoke
certain exception — in this case, article Xl(b)(iii) — fahsthin the security
exception clause is when a situation establishes or leads tanaa @onflict
between invoking-states and other states, rather than protectionipolitaral
turmoil between states under the guise of an essential sasatigf® Reflecting
on security exception application to the case before, the preseribe BFFN
principle on its application would be a helpful ally to purify the invgkatate’s
purpose through the nullification of discriminate characters withénsecurity
exception-based policy enforced by the invoking state.

Apart from the use of MFN in invoking a security exceptioniraoking-
country ought to meet the substantive and formal requirements ifuy tre
security exception. From the substantive requirement aspect, a coontking
this clause is responsible to underlie the application of se@xtigption with the
real security interest, including a clear explanation about tisés ld using
security exception. An explanation could be delivered by emphasiziiogaleor
international obligations for use of related exceptions. Under GATE, t
international obligation becomes an acceptable reason to use segggptions
— such as obligations stated under the UN Charter — while the naildiggtion
could be accepted under certain conditions. These conditions are arranged
various means — as stipulated in the WTO panel, which informedhihagtate

35 GATT (n 28) article 1 section I.
3¢ World Trade Organisation, ‘Russia - Measures Coming Traffic in Transit' (World Trade
Organization 2019) Report of the Panel (WT/DS512fRJas. 7.81.
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becomes the sole judge to the reason of security exception invotdtowever,
in the light of invocation transparency, a real and true securigyeist which
written on national regulation or policy could be the prove of invoking etaits
necessity in invoking such an exception.

Supposing the invoking country has met the substantive requirement, the
following step is to fulfil a formal requirement. The formadjug&ement could be
fulfilled through a formal acknowledgment by invoking the stateatracting
parties that such a measure would be made in the sole intetbgt oduntry's
military and security interests. Such requirement is atigweh the Decision
Concerning Article XXI of the General Agreement, which was atbmn 30
November 1982 by contracting parties. In this decision, the invokiongtigois
obligated to consider other parties, especially parties who a&eldiaffected by
such trade measurg&Under GATT, a state is not legally bound to the obligation
in acknowledging such measure, however, this acknowledgment asma df
good faith from the invoking state to contracting parties and acs abligation
that has been stipulated in a form of the general principle of aitenal law®

which codified in Vienna Convention on Law of Treati@s.

ii. US Political Influence of ITAR
ITAR is the product of US Political interests in keeping it$edse

technology safe from its enemies. The tenet of national seevhith is adhered
to by the US is the pre-emptive, measures where militarseourity initiative
was waged before the real threat itself exiététhe pre-emptive approach by the
US government was based on intelligent information regarding tlatede
threats*? From the tenet to which the US government adheres in the security
activity, one could be certain that characteristic of US forgiglicy in which
reflected by ITAR and other similar policies, which by itsun@t was possessed

by such measure.

37 World Trade Organisation (n 31). 600-601.

38 ‘Decision Concerning Article XXI of the General fegment’ 1
<https://www.wto.org/gatt_docs/english/SULPDF/91R0R.pdf>. article 2.

39 World Trade Organisation (n 36). para. 7.132.

40Vienna Convention on The Law of Treaties 1969ickt26 and 31(1).

4 Karl P Mueller and othersStriking First: Preemptive and Preventive AttacknS. National
Security Polic RAND Corporation 2006). 3.

42 Karl P Mueller and others (n 41) 11.

11
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Satellites as a foremost technology, which is enlistecheyUSML has a
dual function that carries two advantages — civil and military -thifercountry
who holeds it3 In an ever-changing situation of global arms development, such
technology can be used to strengthen a country’s military powdoroworse,
applied to weapons of mass destructibihe US government also underlined
certain restrictions to be enforced on specific country that U®ywovernment
assessment — support a terrorist grbuountries that supported this kind of
activity are called ‘Rogue States’. The infamous strikectvhs done by the US
on a rogue state happened in 2003 in Iran. Iran, which become the kase of
famous terrorist groups, Taliban and Al-Qaeda, was considered astagedy
the US when the Iranian government allegedly owned weapons e ma
destruction and supported the activity of the terrorist gféup.

Rather than the deployment of military personelte Itan, economic
restrictions were deployed by the US governmentaioidn economic activity. Until
this day, the US government still assert the pafogenial to the Iranian government
and related to ITAR enforcement, restricting trensfer of defense articles to this
state?” Economic restriction as a means to protect US secntésests is not a novel
measure to be conducted. In the early cold wareplthe US used similar measures
to topple the Soviets’ power in using or owningleac-based armametitThe pre-
emptive measure was proposed by various groupsnwitiei US government in a
form of a nuclear strike which could end the depelent of Soviet nuclear weapons,
however, as history shows, this measure has neygehed, and the US preferably
used economic restriction policy and create diptaralliances to weaken Soviet’
development on nuclear capabiftfy.

Conflict of the security interest was too thick withthe international arena,
even in US internal affairs related to ITAR appiica, political influence has

become an occurring problem for US Astropreneurs and othugtries that desire

12

43 TAR (n 4).

44 Meyer (n 8) 289-290.

4 |TAR (n 4). sub-chapter 126.1 (c).
46 Mueller and others (n 41) 4.

4T ITAR (n 4). sub-chapter 126.1 (d).
48 Qureshi (n 9) 79-80.

49 Mueller and others (n 41) 142.
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to legally import satellite technology from the E/3TAR's existence within the
US export control regime has received a lot of critigigither from stakeholders
within the US or externally. Critics were asserted ®AR procedure which
considered complex and time-consuming when it comets timplementation?
Procedural complexity which is shown by ITAR reguatgives disadvantages to
the US in the space industry international competiti@ther countries tend to
choose an ‘ITAR-free’ industry — a slogan famousbked by European space
industries — to ease their way in importing or makisgtallite.

The political interests that orbit ITAR bureaucracy in sigeltrade
activities is the main cause of this complexity. Politlmaleaucracy encompasses
almost all the main actors in the US government, such as theléhe the State
Department, the Department of Commerce, and the Department ehdeef
Political clout that existed within ITAR implementation estsiidid unstable and
unpredictable policie®? Discussion on ITAR function in space activities was
divided into two perspectives.

The first perspective, which is filled with national secusgmpathizers,
considers that space technology is an important technology for @ngfodS
security, thus, technology alike must be included in the armament exqmirol
regime. While another perspective has another opinion on the usARf The
opposing perspective which is filled with commercialism suppottérks that
the commercialization of satellite technology can be used to tedica strength
of US leadership in commercial satellite market share. Evigntuwath a strong
driving factor caused by the influence of international politics amdlicts, the
US has left ITAR on the arms export control regime, and sgduotirest, once

again, prevail§?

iii. ITAR under the GATT
Various influences from the external political arena have taifleche

policymaking activities related to the security interesthefUS government. As

S0 Whitney Q Lohmeyer and others, ‘The Global ImpactTAR on the For-Profit and Non-Profit
Space Communities’ (International Astronautical ération 2012)
<http://www.iafastro.net/iac/paper/id/14466/sumntary

51 Whitney Q Lohmeyer and others (n 50).

52 Eligar Sadeh, ‘Viewpoint: Bureaucratic Politicdaihe Case of Satellite Export Controls’ (2007) 5
Astropolitics 289.

53 Eligar Sadeh, ‘Viewpoint: Bureaucratic Politicsdahe Case of Satellite Export Controls’.
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explained before, ITAR is one of the policies to protect US dgcunterests,

externally. Three conditions regulated by ITAR regulation, whesecountry is
prohibited from accepting defense articles in certain condffensanctioned by
UNSC,; considered a rogue state and embargoed by the US govermesit

biased discrimination.

Sanctions by UNSC is an exception, but the two remaining conditions
constituted political discrimination. As discussed before, an aseaswh one
country becoming a rogue state is only assessed by the seotergsts of the
US and these assessments come from data that has beencctl®gevernment
based on the information of US intelligence, which happened in the atonfli
between the US and Iran. This makes the validity of this infoomat
guestionable. A similar question also arises under the last conditiene a state
which sanctioned or embargoed by the US government.

When the measure of this ‘necessary discrimination’ is plaeéuord the
MFN principle which is applied in the invocation of security exceptibase two
conditions would naturally violate such principles. The violation of the MFN
principle occurs when the discrimination is biased only to states are
‘considered’ as rogue states — by one-sided assessment er dalhg
unsupportive of US anti-terrorism effoPSMFN principle as an embodiment of
the non-discriminative principle in the WTO obligated to be applieduch
invocation and works indiscriminately — even if the measure was plaoned
discriminate certain states to receive some products — toward aathiacting
parties or other countries in the world.

In ITAR regulation, the US government also has the authorization to
change the terms provided by the ITARAlthough an authorization to change
the terms of one provision seems to be a usual legislative radasie done by
another country, if such a measure is assigned to a regul&golTAR, it would
raise the possibility of an arbitrary authorization by the W%egment to make
an adjustment based on its political interest. Related to théemateady
discussed above, a valid reason behind the application of securggtiexcis

14
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only for security reasons, specific to the matters of ggdiat directly impacted
to military aspect and/or a situation that led to an armed cotfflict.
Substantively, terms established in ITAR possessed another amolaiti
security exception. Each condition — UNSC sanction, Terrorism, anchbi&iéh
—constitutes a policy of denial that has both alternative and ctiveutaature in
its enforcement. It is proven by the policy of denial enforcemehich varies
based on a violation that listed countries have efpr@nd from the security
exception clause standpoint, ITAR encompasses three sub-paragraphislén
XXI (b). Invocation to security exception clause, as the panel tacdlse of
Russia — Transit traffic, explained that the security exaseptlause has to be
invoked alternatively, especially for the invocation of article IX). The
chapeau of this section only works as an explanatory term for thegsigrd
paragraphs®
Whilst both ITAR's existence and implication have never been braaght
WTO dispute settlement bodies, its impact on global space industiges
problems and confusion for US and foreign space entrepreneur. Problémr®tha
thickened by the political interest of the US government in tlenational arena
make ITAR validity questioned by the economic community credigdhe
WTO. A community that believed that only through economic means, toeld
development of all countries be nourished without any political tenamah
interest interfering with it.
2. Security Exception Invocation in Developing Indonesia Defense Satelkte
Two can play that gamés hypocritical as it seems, ITAR is not only raising a
problem for the economic community but also indirectly creatinglaeprint’ for a
country that is intended to develop its space capability. Indonésmgsrunning space
development activity has come to a whole new level. Indonesia'e sppabilities
started in reverse sequences when compared to great nationsiliee the US, and
Russia. Those countries started their space development due t@n#ient of
technological competition, which happened in the cold war era, and technusied in
satellite deployment or space exploration become a prototype tluttire military

5" World Trade Organisation (n 36).
58 ITAR (n 4), subchapter 121.1 (c).
59 World Trade Organisation (n 36). paras. 7.65.
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armament 29 such as intercontinental ballistic missiles and integratedtanyili
communication systeft.

Indonesia embarked on its space development for civilian purposespuhisyc
has developed many satellites for various Kkinds of activities, sash
telecommunication, banking, and broadcasting activity. Today’'s sppebilibes have
encompassed security and military purposes, especially on thalitegsaof a satellite
which by today’s standard, have to possess a dual-use cag&biliipnesia, which is
relatively new to the competition of space capabilities, doeswnta satellite that has
a defensive capability to enhance its military power. Since 2016, Isidooely uses a
leasing satellite from Avanti Corporation — a corporation based glakd — as its
defensive satellite. However, in 2018, Indonesia was in debt with Avaunded of the
default in the satellite leasing f8ehis situation makes 12%ngitude orbit which
given by the International Telecommunication Union to Indonesiadantauntil due
time meet$?

The need for space capabilities in the security aspect hasobéigated to the
Indonesian Government through its Outer Space ReguftResponsibility to fill the
vacant orbit could become the driving reason for Indonesia in matandefensive
satellite and making enhancement to its military power. Sineesatellite financing
was conducted by the Indonesian Legislative and Executive body,t@egbahterest
would exist in this plan, and policy related to defensive satelldking should secure
Indonesia's position from the disadvantages which comes from anaibetryts
foreign policy.

Reflecting the needs of Indonesia for defensive satellitéb thie previous

discussion on ITAR and Security Exception, Indonesia should proposelar siolicy

50 Neil DeGrasse Tyson and Avis Langgccessory To War: The Unspoken Alliance between
Astrophysics and The MilitarffV W Norton & Company, Inc 2018) 389.

61 Bleddyn E BowenQriginal Sin: Power, Technology and War in Outera&@(1st edn, Hurst &
Company 2022).

62 Totok Sudjatmiko, ‘Keamanan Negara Dalam Kegiafarariksa Nasional: Perspektif Realis
Ofensif’ (2017) 9 Jurnal Global & Strategis 207.

63 Ervina Anggraini, ‘Lalai Bayar Sewa Orbit Satelitndonesia Di Denda 175M.CNN Indonesia
2018) <https://www.cnnindonesia.com/teknologi/20dB0092244-199-305126/lalai-bayar-sewa-orbit-
satelit-indonesia-didenda-rp175-m> accessed 24b@ct2022.

54 Robertus Heru Triharjanto and others, ‘Desain AB@tem Satelit Telekomunikasi Pertahanan
Indonesia (Preliminary Design of Indonesian Miltal elecomunication Satellite)’ (2017) 14 Jurnal
Teknologi Dirgantara 113.

5 Law No. 21 of 2013 on Outer Space. Article 2 (@ther obligations was set in the Presidential
Regulation No. 49 of 2015 on National InstituteA@ronautics and Space.
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implemented under the rights of GATT contracting parties to invokle sxceptions.
ITAR has raised a problem for international space industries endity exception
also has become a cumbersome clause to use before GATT contpotieg, but
Indonesia does not have to experience these problems, rather it must learn adesson f
these kinds of problems.

From the standpoint of technology sovereignty, a policy like ITAR wowit
give a disadvantage to one country if satellite technology importdused for short-
term activity, however, the long-term implication of this policy veboriake developing
countries dependent on US satellite technology and indirectly nzakestation for
one country in conducting foreign activity on the international aréwdhorization,
which is owned by the US in choosing whether one country should or shoiddlisbt
as the recipient of the denial policy makes other countries rabfofea keeping good
terms with the US governmefftDue to the global tension between countries, this
responsibility is very hard things to do, because the countries whichdghen the
US defense article are indirectly obligated to satisfy UStigall interests in the
international arena. One small mistake could lead to politicatdily which in this
discussion, makes a dependent country be enlisted as a policy of denial recipient.

Before enforcing such a policy, Indonesia should draw a line whesrgolicy is
in accord with the MFN principle. It could be done by determiningahms within the
proposed policy, especially when this policy would discriminate agaeseral
countries that own a complex and problematic policy like ITARIohesia also needs
to alternatively choose which rights within the security exceptitause will be
invoked. Regarding the development of space capabilities, Indonesia could invoke
article XXI (b) (ii), which gives the rights to Indonesia sumtetiom (1) in developing
defensive technology to enhance Indonesia's military powers anddydse an ideal
partner which does not excessively control and interfering Indonésvelopment on
defensive satellite.

A substantive and formal requirement which was explained befaréhatsto be
fulfilled by Indonesia. Substantive requirements already fulfilgdndonesia through
the responsibility in making outer space the aspect to enhance militaryspavsed by

UU Antariksa. For the formal requirement, an acknowledgment ékplained the

56 Francesco Crespi and others, ‘European Technabgavereignty: An Emerging Framework for
Policy Strategy’ (2021) 56 Intereconomics 348 353:3
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urgent need for a defensive satellite could be conducted througlndioaesia
Ministerial of Defence before GATT contracting parties. Tdeknowledgment would
become the depiction of Indonesia’s good faith in considering and ngtifytimer
contracting parties affected by this proposed policy. Eventually,ptuposed policy
would not implement smoothly and successfully if Indonesia's polgte&keholders do
not excessively commit to this political wiflin developing Indonesia’s defensive

satellite or in developing Indonesia’'s outer space capabilities shortly.

E. Conclusion

Based on the results of the analysis carried out in this papeasifound that the
ITAR which is one of the US foreign policies in technology tradds a discriminatory
nature in its use. This is due to the influence of US political powttie ITAR application
bureaucracy which functions to determine which countries are dntileget the
technology. This determination is also based on US accusationsstagauntries that
sponsor terrorism activities and also countries that in internatpmiidics become rivals
of the US. The nature of discrimination is based on the politiozatf the US
government in the international political arena based on severed Bash as sanctions
issued by the United Nations, terrorism, and internal sanctions thhe US. From a de
jure perspective, the ITAR is following the security exaapfprovisions contained in the
GATT, but there are clauses in the regulations which violatedrédatyt The ITAR
authorizes the US government that may or may not to grant Icéos=ertain countries
based on US foreign policy and security interests. The ITAR paioyt following the
provisions of the security exception because one of the important pemaipthe WTO,
the MFN principle, which stipulates, that every provision in the GATUst be applied
equally as a whole and without discrimination against some counsriest implemented
by the ITAR. These violations arise because, in the ITAR pawsithe US government
can easily change the terms of the license for the export amdfmrt of satellite
technology according to its political interests. The existendbigitlause certainly causes
the WTO's main goal to be violated.

Indonesia is obligated to take advantage as a member of the Regarding the

achievement of technological sovereignty, especially in the develupwf defense

87 Mark W McElroy Jr,The Space Industry of the Future: Capitalism andt&8uoability in Outer
Space (1st edn, Routledge 2022) <https://www.taylorfiareom/books/9781003268734> accessed 21
November 2022.
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satellites, Indonesia can use the provisions of the Security Exeeptlimit the import of

space technology from countries that have foreign trade policiels as the ITAR.

Indonesia could use such a policy to determine the direction fafrgign trade policy and
choose with whom Indonesia will cooperate in technology developmedcially the

development of defence satellite technology. Although this exceptia@ryis/ulnerable to
being used in trading activities, Indonesia can use this clausseaatbause by fulfilling

the formal and substantive requirements of the security exceptiovisipns and

implementing the obligation to notify about the existence of a castripolicy regarding
trade that contains restrictions that could hinder the developmentesfsdesatellites in
Indonesia and these restrictions must be enforced following the ptiidiple. This

proposed policy would be paralleled by an objective to uphold the galaecountability

from the use of the security exception clause which can ensupgrdper usage of this
clause and also as a proactive measure from Indonesia to resgorelgo policies that
could harm Indonesian development in achieving technological sovereignty.
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